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terrorists and different modalities by
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released.
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toxicology.

• Sub-specialty focused on the
diagnosis, management and
prevention of human poisoning and
other adverse health effects due to
medications, occupational and
environmental toxicants and
biological agents.
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“Terrorists can make the
'unlikely' happen."
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Ricin and al-Qa’ida?Ricin and al-Qa’ida?
Jan 20, 2003Jan 20, 2003

October 22, 2003October 22, 2003 Even Defensive SurprisesEven Defensive Surprises

October 27, 2002October 27, 2002

October 29, 2002
By Nick Paton Walsh
Moscow

The gas used in the Moscow theatre
siege by the Russian military was most
likely a rare form of nerve agent
developed by US forces in the 1970s,
Western chemical warfare experts said
yesterday.
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By Nick Paton Walsh
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The gas used in the Moscow theatre
siege by the Russian military was most
likely a rare form of nerve agent
developed by US forces in the 1970s,
Western chemical warfare experts said
yesterday.
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The world wants to know why 117
hostages died as a result of the
operation.
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Doctors Try To Solve
Gas Mystery

Doctors Try To Solve
Gas Mystery

Monday, October 28, 2002
Posted: 1:34 PM EST (1834 GMT)

Monday, October 28, 2002
Posted: 1:34 PM EST (1834 GMT)

Official “Battlefield”
Chemical Warfare Agents

Official “Battlefield”
Chemical Warfare Agents

• Purpose Designed
– Nerve (eg. Sarin, VX)
– Blister (eg. Mustard)
– 1° focus of chemical defense

programs in past
• Dual Use Industrial Chemicals

– Blood (eg. CN)
– Choking (eg. Phosgene)
– Less emphasis on industrial

chemicals as a military threat
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• Toxic Industrial Chemicals (TICs)

Any chemical substance that can
render troops ineffective under
normal MOPP (mission oriented
protective posture) conditions.
Primarily an inhalation hazard but
troops can receive a dosage through
ingestion or absorption of the skin.
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Limitations with Purpose-
Designed WMD Aum Shinrikyo -
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• May be legally available
• Difficult detection
• Effective without lethality
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Deadly PossibilitiesDeadly Possibilities
• California chemical plant routinely

loads chlorine into 90-ton railroad
cars - rupture could poison > 4
million people in surrounding
counties.

• Philadelphia refinery stores 400,000
pounds of hydrogen fluoride - could
asphyxiate nearly 4 million nearby
residents.
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• West Virginia plant (Union Carbide)
stores as much as 200,000 pounds of
methyl isocyanate - could emit a
toxic fog over 60,000 people.

• Tennessee chemical plants stores
500,000 pounds of sulfur dioxide -
release - as many as 60,000 people
living within reach of the ensuing
vapor cloud are at risk of death or
serious injury.
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Sources of TICs and TIMs (1)Sources of TICs and TIMs (1)

AirportsAirports College LabsCollege Labs

Farm and Garden SupplyFarm and Garden Supply
Toxic Waste

Dumps
Toxic Waste

Dumps

Glass
Plants
Glass
Plants

Sources of TICs and TIMs (2)Sources of TICs and TIMs (2)

TransformersTransformers

Propane TanksPropane TanksPhotographic
Supplies
Photographic
Supplies

RailroadsRailroads

Medical
Facilities
Medical

Facilities

Another SourceAnother Source
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Types of Terrorists Activities
(Chemical n=207 and Biological n=135)
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Concern:
• Hoax/prank/threat 120 (35%)
• Plot only 28   (8%)
Serious Concern:
• Attempted acquisition 9     (3%)
• Possession 48   (14%)
• Threat with Possession 11   (3%)
Grave Concern
Use of agent 126 (37%)
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• Casual/direct contact 33   (30%)
• Aerosol/spray 21   (19%)
• Food/drink 13   (12%)
• Unknown 12   (11%)
• Product tampering 10   (9%)
• Explosive 6     (5%)
• Water supply 5     (4%)
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• Jug/jar/canister  1     (1%)
• Mail/letter  4     (3%)
• Reaction device 3     (2%)
• Injection/projectile 1     (1%)

Monterey Institute Database, 2000Monterey Institute Database, 2000

Chemical Agents Used
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Chemical Agents Used
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000011RodenticidesRodenticides

001111CyanideCyanide

110000PesticidePesticide

001100Poison gasPoison gas

000011ArsenicArsenic

114488Acid / AlkaliAcid / Alkali

200220022001200120002000AgentAgent

Monterey Institute Database, 2002Monterey Institute Database, 2002
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Agent Identification
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• Symptoms of exposure to chemical
agents may be similar to common
disease (gastroenteritis).

• Immediate symptoms might be mild or
nonexistent despite risk of long-term
effects.
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• 49 year old man suddenly develops
leg pain while walking
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• 36 hours – admitted to hospital with
fever, tachycardia, and lymph node
swelling
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• 48 hours – hypotension / shock

• 72 hours – anuria, vomited blood,
heart block

• 84 hours – death

• Presumed cause of death – Septic
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Release
Catch

Gas
Cylinder

Poison
Pellet

Trigger Spring Piercer Barrel

Castor Bean Plant
(Ricinus communis)
Castor Bean Plant

(Ricinus communis)

Cultivated commercially
as a source of castor oil
Cultivated commercially
as a source of castor oil Castor BeansCastor Beans

Ricin- dichain
polypeptide

Ricin- dichain
polypeptide

Ricin – Basic FactsRicin – Basic Facts

• Cellular toxin – blocks protein
synthesis via modification of
ribosomal 28s subunit

• Forms – mist, powder, pellet
• Clinical presentation varies with

dose and route of exposure
– Parenteral: local pain, systemic

toxicity, multisystem failure
– lethal dose - 500 µg (head of a pin)
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– Inhalation:  respiratory distress,
necrotizing pneumonitis

– Human reports:  allergic syndrome
reported in exposed workers

– Oral:  GI distress, internal bleeding,
visceral necrosis
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Toxic Gases
in Your Community

Toxic Gases
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Industrial Chemical EventIndustrial Chemical Event

Chemical Accidents in U.S.
Industry RMP for 1994-1999
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#1 Anhydrous Ammonia 656
#2 Chlorine 518
#3 Hydrogen Fluoride 101
#4 Flammable Mixture 99
#5 Chlorine Dioxide 55
#6 Propane 54
#7 Sulfur Dioxide 48
#8 Ammonia (>20%) 43
#9 Hydrogen Chloride 32
#19  Phosgene 12
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• High water solubility

• Rapid onset of symptoms

• Good warning properties

• Upper airway irritation and injury
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Ammonia > Chlorine > Phosgene 
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• Delayed onset of symptoms

• Poor warning properties

• Lower airway and lung injury
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Ammonia > Chlorine > Phosgene 

Chlorine
Physical Properties

Chlorine
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• Intermediate water solubility

• Low odor threshold

• Green-yellow, pungent gas

• Boiling point –31 oF

• 2.5 x heavier than air

• Reacts explosively with many
compounds
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Chlorine
Clinical Manifestations

Chlorine
Clinical Manifestations

• Intermediate water-solubility
• Low concentration: irritant to eyes,

nose, throat, upper respiratory tract
• High concentration or prolonged

exposure: severe lower airway and
lung damage
– Chemical pneumonitis
– Pulmonary edema
– Pulmonary function abnormalities
– Chronic airway disease
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• Low concentration: irritant to eyes,
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• High concentration or prolonged

exposure: severe lower airway and
lung damage
– Chemical pneumonitis
– Pulmonary edema
– Pulmonary function abnormalities
– Chronic airway disease

Chlorine
Inhalational Injury
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Chlorine
World War I
Chlorine

World War I

Battle of Loos, 
September 1915
Battle of Loos, 
September 1915

Chlorine Gas
Respirators
Chlorine Gas
Respirators

ChlorineChlorine
• Used in

– Manufacturing of
   nonagricultural chemicals
– Pulp and paper industry
– Commercial and household

bleaching agents
– Water purification and waste

treatment systems
• 1998 US production exceeded 14

million tons
– Shipped as liquefied compressed

gas

• Used in
– Manufacturing of
   nonagricultural chemicals
– Pulp and paper industry
– Commercial and household

bleaching agents
– Water purification and waste

treatment systems
• 1998 US production exceeded 14

million tons
– Shipped as liquefied compressed

gas

Chlorine
 Community Threat

Assessment

Chlorine
 Community Threat

Assessment

Fixed FacilityFixed Facility

In TransitIn Transit

Chlorine Gas
Alberton, Montana

Chlorine Gas
Alberton, Montana

• 72-car train derailment

• 4 tanker cars contained chlorine gas

• Carrying capacity of 90 tons

• 265,000 pounds toxic chemicals
released

• 1 dead, 352 hospitalized

• 72-car train derailment

• 4 tanker cars contained chlorine gas

• Carrying capacity of 90 tons

• 265,000 pounds toxic chemicals
released

• 1 dead, 352 hospitalized

“Toxic trains may be rumbling
 through your own town”
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Water as an Opportunity for
Chemical Terrorism

Water as an Opportunity for
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Chemical Water Terrorism
History
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• 1986: NYC; plutonium in drinking
water

• 1989: Romania; water supply
poisoned with an organophosphate

• 1996: China; students poisoned after
well serving school was intentionally
contaminated

• 1998: Kosovo; wells poisoned
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• 2000: NYC; bottled water
contaminated

• 2002: Rome; threat to contaminate
water supplies to U.S. Embassy with
cyanide
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infrastructure

• Disruption to computer systems
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Chemical Water TerrorismChemical Water Terrorism

• Acts that deliberately interrupt:

–  SUPPLY of water

• Physical destruction

• Water pressure in a system

• Computer/data systems

– QUALITY of water

• Direct injection of
contaminants/poisons

• Acts that deliberately interrupt:

–  SUPPLY of water

• Physical destruction

• Water pressure in a system

• Computer/data systems

– QUALITY of water

• Direct injection of
contaminants/poisons

Threats to Water System
Infrastructure

Threats to Water System
Infrastructure

Surface Source
(river, lake, dam)

Local Water
System

TreatmentTreatment

StorageStorage

WellWell

Distribution
System

TowerHomes

Battlefield Water
Supplies

Fire hydrants

Toxic Waste
Dumps
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Drinking Water –
Ideal Contaminant
Drinking Water –
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• Readily available
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• Colorless

• Water soluble

• Stable in water

• Unexpected
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Drinking Water –
Ideal Contaminant
Drinking Water –

Ideal Contaminant

• Low LD50

• Resists water treatment

• Difficult to detect in water

• Difficult to decontaminate

• Pipes, reservoirs, etc.

• Illness: delayed onset and difficult to
diagnose

• Low LD50

• Resists water treatment

• Difficult to detect in water

• Difficult to decontaminate

• Pipes, reservoirs, etc.

• Illness: delayed onset and difficult to
diagnose

Relative Water ToxicityRelative Water Toxicity

11Arsenite, arsenateArsenite, arsenate
11Na FluoroacetateNa Fluoroacetate
55AmitonAmiton
99CyanideCyanide
2020NicotineNicotine
100100SarinSarin
300300VXVX
10,00010,000Botulinum ToxinBotulinum Toxin
RRCompoundCompound R =

Solubility/
Lethal Dose
(mg) x 1000

R =
Solubility/
Lethal Dose
(mg) x 1000

Clark R: J Contingencies Crisis Management 2000Clark R: J Contingencies Crisis Management 2000
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– Distribution system closest to
consumers (less dilution and
reside in system for shorter times)
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– Large quantity to have major effect
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expected toxic effects
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Most Common Symptoms of
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• Numbness and tingling
• Chest tightness
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• Abdominal cramps
• Involuntary urination
• Fasciculations
• Headache
• Coma
• Diaphoresis
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• “Groups without nerve agent

exposure complained of symptoms
experienced by those who had been
exposed.”

Fullerton Mil Med 1990
• Symptoms spread

– proximity of affected/unaffected
persons

– Reassembly of the group
– “line of sight transmission”

Jones NEJM 2000
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• Look for objective signs of toxicity
• Create a “holding environment”

– Location away from high-tempo
triage activities

– Symptoms monitored and
re-evaluation
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ConclusionsConclusions
• Toxic warfare- necessary to look

beyond conventional chemical
weapons.

• “Chemical Agents of Opportunity”
are readily available and present
likely threats of chemical terrorism in
our communities and nation.

• Understanding behaviors during
mass chemical exposures/disasters
is important for appropriate
evaluation and management of
victims and health care workers.
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